
PSD2 is Live.
What is the Merchant Experience?
EKATA AND ALLYIZ (FORMERLY STRATGRANAT) SURVEYED  TOP GLOBAL 
MERCHANTS ON THEIR FIRST EXPERIENCES WITH LIVE PSD2 TRANSACTIONS



The revised Payment Services Directive (PSD2) went into effect this past 

January 1st for many countries across Europe. The payments ecosystem has 

been hard at work for the past year setting up their compliance to the new 

regulation. Now that the time has come to see the interactions play out, we 

wanted to investigate the merchant experience in the first months of 2021. 

For merchants generally transacting in real-world goods, the online channel 

was a small subset of their total revenue. Once Covid-19 hit and all the 

shopping behaviours of 2020 impacted their business, most merchants 

became digital-first by necessity. This also means that understanding digital 

risk, fraud and PSD2 has happened incredibly fast for most companies.

 

In previous studies, we looked at acquirer and issuer PSD2 readiness to 

establish their level of preparedness, key areas of investment, and their future 

outlook. This new study focuses specifically on what global merchants are 

seeing in the market - we see this as the ultimate temperature check on all the 

effort undertaken by the various payments players in the ecosystem.

Figure 1.2.
The Ekata Identity Engine™

Summary



PSD2 Strong Customer Authentication (SCA) provides rich opportunities for 

everyone in the payments ecosystem to strategise and win long-term:

• Issuers want to stay “front of wallet”. Thus, it’s in their best interest 

to focus specifically on the customer experience and reduce any 

friction experienced by the consumer that could lead to an abandoned 

transaction. 

• Acquirers/PSPs want to develop new fraud capabilities (real-time fraud 

checks, Transaction Risk Analysis (TRA) etc.)  and differentiate against an 

increasingly commoditised space. 

• Merchants want to increase conversion and do so by building frictionless 

experiences that keep the consumer returning to make additional 

purchases. 

• Everyone wants increased authorisation rates because, ultimately, this 

key business signal is tied to the bottom line.

The Opportunity to Lead in 
Customer Experience & Trust

How everyone can be strategic with PSD2 & differentiate based on its 

implementation:

• Utilise rich data to inform & drive business decisions

• Apply exemptions to reduce customer friction

• Manage fraud in real-time instead of dealing with chargebacks and 

impact on reputation

• Optimise for revenue - ticking compliance boxes alone is not enough



As part of PSD2, merchants are enticed by the liability shift benefit, which enables them to step 

up potential fraudulent transactions to card issuers. Once the issuer reviews and accepts the 

information connected to that transaction, they also take on the liability in case a chargeback 

occurs. However, the liability shift happens only when authentication was successful, followed 

by a chargeback. If authentication fails, an error occurs, or if authentication is unavailable, the 

chargeback liability stays with the merchant.

There’s also a distinction in liability shift rules, depending on which card provider a merchant 

works with. When a specific card is not enrolled in 3DS, Visa takes responsibility for any 

fraudulent chargebacks. With Mastercard, the responsibility stays with the merchant. These 

“rules” are very situational and we urge merchants to take caution and check with issuing banks 

on these important distinctions.

The Opportunity for Liability Shifts for 
Merchants
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In January of 2021, Ekata teamed up with Allyiz (formerly STRATGranat)  to 

conduct PSD2 surveys with 20 large, high-volume, global merchants. Of these, 

90% were truly global and 10% were spanning various European countries. In 

order to ensure good SCA knowledge, we focused on people in Payments roles.

The Survey



Who did we poll?



MERCHANT LONG-TERM VISION

The general consensus is that it’s too early to understand the impact of 

exemptions on authorisation rates because  most merchants have not yet 

enabled this functionality. Many of our surveyed merchants expressed an 

overall positive sentiment in PSD2 impacts in a couple of years.

MERCHANT 12-MONTH VISION

Most merchants are taking things one month and one country at a time. 

85% of them shared their key business metrics with us:

• Less than 50% of merchants are actively monitoring performance, 

mainly because of a lack of data available from their providers.

• Digital merchants are monitoring their transactions the closest and 

have the detailed insights in how different countries and issuers are 

performing.

• Low value and TRA exemptions together make the bulk of exemptions 

applied.

“It will be brilliant, just not right now. It needs to become 
a habit for everyone to see the full benefits. It needs to 
stop being piecemeal across Europe.”

Key Findings

KPI metric performance across the 85% of surveyed global merchants who opted to share this data. Of note: 65% of merchants do not have visibility of what is stepped-up. Only 10% of 

merchants are leveraging TRA or low exemption flags. 25% of merchants surveyed leverage MIT and are all in the digital space. Almost 50% have no visibility on soft declines.



TRA IS CRITICAL FOR MERCHANTS

Merchants have expressed a lot of frustration with acquirer preparedness, 

many even sharing plans to move to multiple PSPs or putting pressure on the 

PSPs to provide better services.

*Ravelin Global Payment Regulation Study

30%
of payments are

lost through 3D Secure

6%
are frictionless 

payments >5 seconds 
to authenticate

41
seconds, the Average 
time to authenticate

“TRA is most important and 
needed the acquirer to be 
able to provide this and have 
exemptions.”

“Our roadmap is to add a new 
PSP for backup, migrate to 
3DS 2.0 & test SCA, and work 
on improving authorisation 
rates past what they were 
before PSD2.”

“We want to leverage 
exemptions to reduce SCA 
friction, low value transactions, 
low risk transactions, trusted 
lists (whitelists).”

“We are seeing TRA with 
increased auth rates of over 
5%. Using PDS2 for all traffic, 
but exemptions are in a test 
phase and not fully rolled out.”

* * *

https://pages.ravelin.com/hubfs/All%20shareable%20content%20/Global%20payment%20regulation%20infographic%20PDF%20200919.pdf


THE 2021 WHACK-A-MOLE GAME

Merchants have accepted that the rest of the year will be a series of 

emergencies, with authorisations dropping and needing to be addressed in a 

country-by-country model. Issuers, merchants, acquirers will all work through 

this together and figure it out in practice.

MERCHANTS LIMITED BY ISSUERS & ACQUIRERS 

Merchants in general would like to be more aggressive in safeguarding the 

customer experience throughout the PSD2 rollout, but they are severely 

limited by the readiness of the ecosystem.

“Biggest challenge is with how everyone else is implementing. 

Some banks are not using it, not using same 3DS versions.”

“See whack-a-mole and stop-start situation. Banks are figuring 

out as much as merchants. Norway, Denmark, Sweden and some UK 

seem to be testing. Not had a material impact at the top level, auth 

rates been pretty steady.”

“Want to have control over versions and exemptions, but reliant on 

provider. Goal to go through a payment aggregator and have 

more control and flexibility over the payment flow.”

“To enable the by country and BIN switching for 3DS 2.0. Then will 

look to apply TRA and low value exemptions when more issuers are live.”

“Auth rates overall have been fairly consistent. Where scheme or ACS 

has stepped in, see really low auth rates.”



3DS FRAGMENTATION ACROSS EUROPE

The 3DS version landscape is highly fragmented across the payment ecosystem in all 

European countries and across the global merchants. 12% of merchants are restricted 

on which version of 3DS they can use due to a provider or technology limitation - this 

limitation also translated to an inability to leverage exemptions for many merchants, 

even where 3DS 2.0 (and above) is being used. Only four merchants are not leveraging 

3DS 1.0 and only five are not leveraging 3DS 2.0 (and above) at all.

TOUGH LESSONS FROM DENMARK AND NORWAY

The UK has had the strongest authorisation performance, with Nordic countries 

experiencing some very big drops in authorisation –up to 50% at times. In those cases, 

various tactics were applied to minimise impact of increased declines, from re-routing 

to non-EU acquirers to adapting checkout or the checkout flow to move customers 

away from cards where a country showed high decline rates. Because of the pin-

pointed problem, typically resources were dispatched to troubleshoot and quickly 

address the issue.

Denmark

14%
of payments are

lost through 3D Secure

Norway

17%
of payments are

lost through 3D Secure

3DS version utilisation across our 20 surveyed global merchants. Of note: only 4 merchants 

are not leveraging v1.0 and only 5 not leveraging 2.X at all. 12% of merchants are restricted 

on which version of 3DS they can use due to a provider or technology limitation.



BIGGEST MERCHANT CHALLENGES WHILE IMPLEMENTING SCA

Merchants are not alone in feeling the confusion and frustration. Many of them 

expressed the same challenges with implementing SCA:

Lack of consistency

• Consistency with how everyone else is implementing. 

• Lack of consistency between countries. This is hard to manage .

• Inconsistencies, gaps, partners not sharing same information. Hard 

to find right contacts at issuers. Would help for issuers to have “ war 

rooms”.

Dependence on PSP for latest 3DS version & capabilities 

• Not using the latest versions of 3DS. Left this to the acquirer to 

implement 2.1, but 1.0 is being run so cannot take advantage of new 

functionality

• The biggest challenge is to work with individual PSPs to configure 

SCA (3DS requirements). Some of the PSPs were not prepared 

sufficiently.

Prioritising work internally - Getting work prioritised internally - with 

the country-by-country rollout, there isn’t enough critical mass to point 

to an issue hurting the overall business. 

Confusion - Getting to the truth of what will happen and what is 

required. Getting access to data. Finding who to speak to in order to 

get a straight answer. Constantly getting different answers to the same 

question from each vendor asked.

“Not all issuers have properly mapped declines and so not getting good reason 
codes. We saw this happening in Norway: soft declines registered on all authenticated 
transactions and showed “invalid card”, when we knew it was not.”

“Seen 24% abandonment at 
3DS for some issuers. Nordics, 
Baltics and Eastern Europe 
where see most activity seeing 
enforcement of SCA.”



To start with, most merchants are only sending up the mandatory data fields. In time, as optional fields get shared with issuers, Ekata sees the potential richer 

data can play in building more comprehensive, more dynamic risk models.

Diverse data signals: authoritative, deterministic, probabilistic will all play a huge role in training the next generation machine learning models to outsmart 

fraudsters and cover previous weak spots in online transactions.  

Final Thoughts



About Ekata

Ekata provides global identity verification solutions via enterprise-

grade APIs for automated decisioning, and Pro Insight, a SaaS 

solution for manual review for cross-border businesses to grow 

revenue by maximizing their predictability of good transactions. Our 

product suite is powered by the Ekata Identity Engine (EIE), the first 

and only cross-border identity verification engine of its kind. It uses 

complex machine learning algorithms across the five core consumer 

attributes of email, phone, name (person or business), physical 

address, and IP, to derive unique data links and features from billions 

of real-time transactions within our proprietary network and the data 

we license from a broad spectrum of global providers. Businesses 

around the world including checkout.com, Microsoft, Klarna, and 

Airbnb leverage our product suite to increase approvals of more 

good transactions, reduce customer friction at account opening, and 

find fraud.

Contact us to learn more. https://ekata.com  | 1.888.308.2549

WHAT’S NEXT?

Making the ChangeHow can Ekata help
PSD2 provides the opportunity to differentiate your business and 

services.

The latest update to our award-winning Transaction Risk API is built 

to help businesses like yours look beyond the compliance checkbox 

and into how PSD2 can improve the efficiency of authorisations. Our 

solution enables you to offer your end-users more SCA exemptions 

and deliver higher authorisation rates. 

Because PSD2 provides the opportunity to differentiate your 

business and services through transaction smart routing, machine 

learning fraud screening, and pre-authorisation fraud screening, our 

Transaction Risk API provides everything you need to stand out from 

the pack. 

To learn more about how Ekata can help you score the overall risk of 

an identity behind a transaction and deliver a concise response for 

easy model integration at scale, please contact us for a demo. 

https://ekata.com/contact-us/
https://ekata.com/products/transaction-risk-api/
https://ekata.com/contact-us/
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