
Synthetic identity fraud is one of the fastest growing1 
financial crimes in the world. The 2019 Facebook breach 
alone2 exposed nearly 420 million users across the globe, 
leaking the personal data of nearly 20% of Facebook’s 2.3 
billion users.

Often, the information obtained from these data breaches 
winds up for sale on dark web marketplaces. And, it is here 
that fraudsters come to buy the data needed to commit 
synthetic identity theft.

1 https://www.forbes.com/sites/forbestechcouncil/2019/10/08/synthetic-identity-fraud-is-the-fastest-growing- 
financial-crime-what-can-banks-do-to-fight-it/#367bb42c7ecb

2 https://www.fastcompany.com/90399734/the-phone-numbers-of-419-million-facebook-accounts-have-been-leaked

SYNTHETIC IDENTITY THEFT

Introduction

A Fast-Growing Crime That Threatens Every Business



Synthetic identity theft is where a bad actor uses the personal information of different people 
to create an authentic-looking identity. A synthetic identity can consist of both real and fake 
personal information. Personal information that a bad actor uses may include name, identity 
card number, birth date, and home address.

For example, a scammer might use a stolen identity card number along with the personal 

information of multiple people such as email address, home address, and birth date to form 

a new identity. When the attributes are combined, the identities could appear legitimate 

given that the parts of the whole are real.

Figure 1.2.
The Ekata Identity Engine™

WHAT IS SYNTHETIC IDENTITY THEFT



First and foremost, they are sophisticated and patient 

enough to carry out large scale fraud. They will take 

months and years to nurture an identity to preserve 

the integrity of these profiles and establish credibility.

Secondly, synthetic identities consist primarily 

of real personal information, and often include a 

stolen government-issued identification number. 

Conveniently for these fraudsters, some countries 

do not currently have an easy way to validate these 

unique identification numbers.

It is very common for fraudsters to steal the national 

identity numbers of children. Given most children do 

not have a credit history, it is easy for a scammer to 

use their identifier for years without detection.
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A talented fraudster takes extra care to create 

synthetic identities to maintain strong credit scores. A 

Singapore fraudster may take his or her time to build 

a solid CBS Credit Score. Their American counterpart, 

meanwhile, has spent months or even years building 

a high FICO score. Never under-estimate the work that 

goes into building trust and credibility!

Those at the top of the deception game often use 

automated tools such as bots to quickly create 

hundreds, sometimes thousands, of online accounts 

or to submit online applications. They even use 

device emulators to reset device IDs and mimic 

Behaviours of good consumers. Anything to evade 

detection!

Deceptive BehaviourUndetectable FraudFraudster Sophistication

Synthetic identities are difficult to detect for a number of reasons.

SYNTHETIC IDENTITY THEFT IS DIFFICULT TO FIGHT
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There is nothing new about fraud. Unfortunately, traditional fraud tools 

that were designed to capture stolen identities are not effective when 

it comes to solving synthetic identity problems. This is because there 

are key differences in how one steals an identity and how one commits 

synthetic identity fraud. The different characteristics can be broken 

down accordingly:

DATA INCONSISTENCIES:

Identity elements not matching with reality are strong signals in both 

stolen and synthetic identities, but their value is highest in synthetic 

identities given that they are fabricated.

FRAUD VELOCITY:

A fraudster looking to steal identities acts quickly, capitalising on 

every opportunity presented to them. Meanwhile, a synthetic identity 

fraudster takes their time to curate a profile.

Lack of Experience
HISTORICAL FRAUD BLACKLISTS:

Similarly, while historical blacklists have been moderate indicators for 

stolen identities, they are not strong indicators for synthetic fraud as the 

identities have not traditionally been flagged as “bad.”



One of the key and common uses of synthetic identities is to commit account 

opening fraud. It is the onset to a slew of opportunities awaiting to be exploited. 

From establishing a bank account to prepare for loan applications or money 

laundering, to creating online accounts for fraudulent transactions, fraudsters 

are creative in how they make use of the system.

BANKING AND LENDING

Fraudsters often use synthetic identities for “credit busts” or “bust-out fraud.” 

A fraudster or a fraud ring applies for many credit cards or bank loans using 

one or more synthetic identities. The fraudsters incubate these accounts for 

months, sometimes years, to build good credit. As their credit improves, they 

take out as many lines of credit as possible from different lenders. When the 

time is right, the fraudsters bust out, maxing out all the credit lines at once or 

within a short time frame. To the lenders, the accounts look legitimate because 

they are in good standing and exhibit authentic-looking activity.

HOW DO FRAUDSTERS USE SYNTHETIC IDENTITIES?
ONLINE MARKETPLACES AND E-COMMERCE

Some fraudsters target online marketplaces to commit triangulation fraud. 

Triangulation fraud is an elaborate scheme that involves three parties: a 

fraudster, a legitimate merchant, and an unsuspecting customer. First, 

the fraudster uses a synthetic identity to open an account on an online 

marketplace and sets up a storefront. Next, the fraudster buys products from 

legitimate merchants using stolen credit cards or cards they obtained with 

synthetic identities. Finally, the fraudster sells the products on the online 

marketplace. Buyers have no idea that they purchased products from a 

fraudster engaging in triangulation fraud. And the suppliers to the fraudulent 

merchants are hit with chargebacks because of the invalid credit cards.

CREDIT REPAIR SERVICES

Fraudsters sometimes scam consumers through “credit repair” companies, 

which are synthetic identity farms in disguise and harm the consumers who 

use them. They charge a fee to “fix” a consumer’s bad credit. Instead of helping 

consumers improve their credit using legitimate means, the fraudsters provide 

them step-by- step instructions on how to commit identity theft.
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BATTLING SYNTHETIC IDENTITY THEFT 

Let’s face it. If this were a game of chess, the fraudsters are three moves ahead. 

A big reason for this is due to national identification numbers, which are static 

identity attributes. Like your date of birth, they don’t change over time.

Because Identity Card Numbers can be purchased and stolen, they are 

vulnerable to fraud. While some banks and merchants use risk assessment 

tools that apply rules-based algorithms to these static attributes, it is not 

enough.

At Ekata, we see a digital identity as a complex set of attributes. Consider a 

DNA analogy. The identity of every person can be traced back to their DNA. 

You leave a trace of your DNA behind wherever you go and someone can look 

at that information and come up with a pretty accurate picture of who you are 

without ever interacting with you in person. The same goes for digital identity. 

We explore core identity elements that we consider to be the global standard 

for identity verification. Our identity validation processes involve working 

with dynamic identity attributes. A dynamic attribute is an attribute that can 

change, but usually not that often — name, phone number, email address, 

home address, and IP.



Figure 1.2.
The Ekata Identity Engine™

HOW TO DETECT SYNTHETIC IDENTITIES?

Because synthetic identities behave differently from other types of stolen identities 

and are designed not to exhibit risk, they are not typically detected by historical 

fraud blacklists. However, an important aspect to these identities is the fact that the 

underlying data attributes behind each profile are inconsistent. The relationship 

between a synthetic identity’s name and email or name and phone may only exist 

once as those attributes are cycled through to be used in other identities. This is 

where the use and observations of dynamic attributes could help detect synthetic 

identities.



For example, the link between identity elements matters a lot more for synthetic 

identity elements. In metadata, looking into address history versus the length of 

credit history is a very useful indicator as the duration should be similar. Finally, 

behaviour elements have lots of strong indicators. IP risk is particularly effective 

to detect the origination and location of the identity. The bottom line is that these 

elements can help identify good thin file customers as well as high-risk customers 

who are creating synthetic identities.

Based on what the customer has entered in a record, whether it be an account 

opening application or a transaction, the information entered (name, email, 

phone number, address) could be evaluated. The results rely on probabilistic risk 

assessment and could provide predictive signals of potential fraud. It validates 

dynamic attributes and how they are linked.

Unlike a static attribute such as a social security number that is country-specific and 

is usually based on a one key unique parameter, dynamic attributes are global and 

can leverage multiple dynamic linkages, metadata, history, and activity patterns to 

validate a profile.

These attributes are commonly used to verify legitimate identities and are also 

relevant in assessing synthetic identities. The difference is that the importance of 

each signal changes.

WHAT KIND OF DIGITAL IDENTITY SIGNALS ARE MOST USEFUL?



VALIDATING IDENTITY REQUIRES A MULTI-LAYERED APPROACH

Preventing fraudsters from taking advantage of your digital platform requires 

a multi-layered approach to identity validation. This means designing an 

identity validation solution that is all encompassing with a combination of 

rules-based decisioning and machine learning for your fraud prevention 

efforts.

A multi-layered approach is usually outfitted with a combination of internal 

and third-party identity data. At the minimum, rules are put in place to weed 

out known frauds such as blacklists. However, synthetic identities typically 

do not exhibit characteristics that would place them onto a blacklist. In such 

a case, a more sophisticated measure that involves algorithmic intelligence 

could add a layer of security to help delineate the good from the bad and 

identify the potential fraudsters.

Platforms that take a proactive mindful approach in fighting fraud and 

addressing fraud by synthetic identities could go a long way in battling this 

unique set of fraudsters.



Synthetic identity fraud is a challenge that companies around the world face. Not only are 

these synthetic identities so real in so many respects, but they are also true attributes of 

legitimate customers. In order to fight against this ever-growing set of fraudsters, companies 

need to Recognise the drawbacks and limitations of strictly evaluating static identity 

attributes. They need to look at each customer or transaction with a multi-dimensional lens 

that draws on dynamic identity attributes and their relationships to each other. But that is 

not all. They must also look at their fraud prevention solutions holistically to ensure that 

there are not any gaps that fraudsters could exploit. Remember, this is like a game of chess. 

What is your next move?

Conclusion
WHAT’S NEXT?

Making the Change

About Ekata

Ekata Inc., a Mastercard company, empowers businesses to enable 

frictionless experiences and combat fraud worldwide. Our identity 

verification solutions are powered by the Ekata Identity Engine, 

which combines sophisticated data science and machine learning 

to help businesses make quick and accurate risk decisions about 

their customers. Using Ekata’s solutions, businesses can validate 

customers’ identities and assess risk seamlessly and securely 

while preserving privacy. Our solutions empower more than 2,000 

businesses and partners to combat cyberfraud and enable an 

inclusive, frictionless experience for customers in over 230 

countries and territories.

Contact us to learn more www.ekata.com

https://ekata.com/



