
Sophisticated scammers have stayed one step ahead of merchants for too long. Take back control this sales season with our fraud prevention checklist. 

Fraudsters, checkmate. 

 Accept 100% perfection is impossible

 The aim is to minimise chargebacks, false positives, and manual reviews, not eradicate them completely.

 Start tracking false positives by leveraging your data, call center tracking, re-analysis by senior agents, control group.

 Adopt strategic friction to ensure a seamless customer experience, while mitigating fraud

	 Automate	identity	verification	by	enhancing	your	fraud	models	and	toolbox	with	partners	like	Ekata.

 47% of customers abandon	their	cart	due	to	purchase	related	difficulties.	Avoid	this	by	automatically	accepting	low-risk	digital	customer 
 interaction—at signup and transaction.

 Add	step-up	verification,	such	as	3DS,	OTP,	KYC	process,	etc	to	your	risky	customers.

 Merchants lose up to 75X more to false positives than to real fraud. Tackle this by tracking, measuring costs, developing balanced fraud 
rules and models, monitoring, and iterating.

 Have a chargeback prevention strategy to reduce revenue loss, penalties, and the loss of good customers

 3.6% of ecommerce orders led to chargebacks	in	APAC—second	highest	number	globally.	Include	a	combination	of	tools,	like	Ethoca 
 and Ekata,	for	address	verification	service	and	chargeback	prevention.

 Adopt a layered approach

 Don’t	just	rely	on	one	tool.

 Leverage	a	combination	of	different	tools	to	identify	new	and	developing	fraud	trends.	This	can	include	device	intelligence,	identity 
	 verification,	and	behavioural	biometrics,	like	Ekata and NuData,	on	top	of	the	existing	internal	checks.

 It’s	estimated	that	2.5 quintillion bytes of data is created daily.	Can	your	internal	data	easily	account	for	new	consumers, 
 without triggering the fraud alerts? Especially when doing cross-border?

 Collaborate

 Every	new	feature	and	campaign	can	make	you	vulnerable	to	fraudsters,	or	create	a	bad	CX.	Work	with	internal	teams	to	help	minimise 
 these vulnerability gaps.

 Leverage your data, payment, and cyber security providers to learn about new trends, tech, and what they are seeing across other industries. 
 Make sure you iterate your fraud models and algorithms based on these new trends and vulnerabilities.

 Work	with	the	law	enforcement	and	other	industry	networks.

 Remember–it’s a journey, not a destination

 Fraudsters will continue to change and adapt, you need to do the same. Be proactive, not reactive!

 Your	fraud	ecosystem	is	ever-evolving.	Accept	the	need	to	learn		from	different	teams–and	from	your	customers.	Set	your	metrics,	check, 
	 and	iterate.	Enjoy	the	ride!

 Ask for help

 Contact us today.

Take	your	fraud	management	platform	to	the	next	level.	Checkout	our	Mastercard	Identity	Services	or	speak to one of our fraud specialists.

Ekata empowers businesses to enable 
frictionless	experiences	and	combat	
fraud	worldwide.	Our	identity	verification	
solutions are powered by the Ekata Identity 
Engine, which combines sophisticated 
data science and machine learning to help 
businesses make quick and accurate risk 
decisions about their customers. 

Ethoca is an award-winning provider 
of collaboration-based intelligence and 
technology solutions that empower 
businesses	around	the	world	to	fight	fraud,	
prevent disputes and improve the customer 
experience.

NuData Security helps businesses validate 
good users without disruption and stop 
bad actors before they can cause damage. 
With	over	20	billion	risk	assessments	
processed and 4.5 billion devices seen 
yearly, NuData harnesses the power of 
behavioral signals and device intelligence 
to verify users, stop account takeover, 
prevent new account fraud, and reduce 
good user friction in real time.
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