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Ekata Identity Engine

Every digital interaction requires establishing trust between the business and their customer. Accurately assessing 
the risk of an online identity is crucial to any successful business; ensuring a smooth customer experience and 
reducing friction while also keeping fraud at bay.  

As the global leader in digital identity verification solutions, Ekata, a Mastercard company, has identified two primary 
third party fraud vectors that affect businesses worldwide.

Get a comprehensive view of your customer’s digital 
identity, integrated into your decisioning platform, 
rules engine, and fraud risk models.

ekata.com Ekata Identity Engine

Ekata has therefore designed our Identity Engine to verify each and every identity to provide a more comprehensive 
solution to our customers and respond to cases of both ID theft and ID fraud. Using sophisticated data science and 
machine learning, our Identity Engine combines two exclusive datasets, the Ekata Identity Graph and the Ekata Identity 
Network. 

Specifically, the Identity Graph looks closely at the relationship and the validity of the identity elements and is an ideal 
authoritative source to identify fraudulent identities. Meanwhile, the Identity Network looks for behavioral patterns and 
anomalies, seeking to identify identity theft problems. 

The act of stealing personal, 
private, or financial information 
with the intent to assume 
another identity. 

The act of using stolen 
personal, private, or financial 
information. This crime affects 
both the individual whose 
identity has been stolen 
and the business where the 
transaction has taken place. 

IDENTITY THEFT: IDENTITY FRAUD: 

http://www.ekata.com
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THE EKATA IDENTITY ENGINE - A COMBINATION OF TWO EXCLUSIVE DATASETS
Ekata Identity Engine is composed of two distinct & mutually exclusive data sources – Ekata Identity Graph and 
Ekata Identity Network. We have these two different data assets because we not only validate the identity of the 
elements used, but analyze how they interact and behave  in digital interactions.
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Ekata Identity Graph - third party licensed data from 
authoritative providers that is used to create a robust 
representation of a person’s digital identity. It validates the 
five key elements of Name, Phone, Email, IP, and Address 
and how they are linked to each other.

Ekata Identity Network - our proprietary first party 
data asset that is aggregated from real-world digital 
interactions. It predicts fraudulent vs. legitimate 
behavioral patterns by analyzing how some, or all, of 
the five identity elements are being used online.

• Does this email belong to the customer?

• Is this physical address valid?

• Is the address residential?

• What type of phone number is this?

• When was the email first seen in the digital 
interaction or is the IP address risky?

• Have you seen an increase in the number of 
interactions from this email / address / phone / IP 
address in last 1 hour?

• Are there any anomalies in usage of the identity 
elements? (name, email, phone, address, IP too 
active recently or seen with different identity 
elements)

http://www.ekata.com
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AUTHORITATIVE CHECKS IN THE IDENTITY GRAPH
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Maximize approval rates and fight 
payment fraud in every transaction.

Merchants know that every additional 
step might reduce the potential for 
fraud or theft, but can influence if 
a new customer will be a returning 
customer.  

With Ekata, merchants gain the 
opportunity to expedite their customer 
validation experience and reduce 
manual or automated fraud workflows.

Ease the friction of merchant onboarding by 
making faster, smarter decisions.

The growth of individual businesses 
increased the demand for quick and 
effective onboarding of these merchants 
by payment service providers (PSPs), 
lending institutions, and marketplaces. 
 

With Ekata, companies can streamline and 
automate onboarding, identify and route 
merchants, and reduce manual  
review time.

Deliver a frictionless account opening 
experience and lower acquisition costs.

Online customers demand immediate 
gratification from signing up to being 
able to transact. Financial institutions 
need to balance customer friction and 
fraud detection.  

With Ekata, they gain passive validation 
of thin-file applicants, improved 
customer experiences, and the ability 
to detect synthetic identities.

USE CASE:  
TRANSACTION APPROVALS 
FOR ECOMMERCE

USE CASE:  
MERCHANT/BUSINESS ONBOARDING 
FOR PSPS / MARKETPLACES

USE CASE:  
CONSUMER ACCOUNT OPENING 
FOR BANKS / LENDERS

Phone

 Email

Address

Name Match

Name Match

Name Match

Is the Phone valid?

Is the Email Valid?

Is the Address valid? etc. 
 

Confirms whether the identity 
used in the transaction is fake  
or real.

Confirms whether the identity 
used in the transaction is valid 
or not.

Includes 2nd layer of intelligence.

Phone Line Type

Freight Forwarder Address

Email Domain Age etc.

MATCH FEATURES

BENEFIT BENEFIT BENEFIT

VALIDITY FEATURES METADATA FEATURES

IDENTITY SOLUTIONS FOR ANY BUSINESS

http://www.ekata.com
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How often an element 
is used

When elements were 
first/last seen

At how many 
merchants was an 
element used

When elements are seen 
together and how often 
they are used together

How often element(s) 
are used with other 
elements

Where did this 
transaction originate 
from?

How many times have 
we seen this element 
in the last 24 hours to 
detect intraday fraud

Is there an anomaly in 
the usage pattterns of 
an element in the last 
two weeks

VELOCITY

AGE/MATURITY

POPULARITY

PAIRS

VOLATILITY

REGION

REAL-TIME

TIME-SERIES

- Drayton Williams, Fraud Investigation Manager, Flighthub

“With the help of Ekata’s tools we were able to successfully migrate to a 
completely new fraud solution in the middle of a very hectic year. The coverage 
and accuracy of the information Ekata provides ensured our new fraud models 
had what they needed, allowed us to effectively QA the results and confidently 

launch during a turbulent time for the travel industry.”

TOP IDENTITY NETWORK BEHAVIORAL PATTERNS 

SEE FOR YOURSELF

http://www.ekata.com
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TRUSTED BY OVER 2,000 COMPANIES WORLDWIDE

ABOUT EKATA

Ekata Inc., a Mastercard company, empowers businesses to enable frictionless experiences and combat fraud 
worldwide. Our identity verification solutions are powered by the Ekata Identity Engine, which combines sophisticated 
data science and machine learning to help businesses make quick and accurate risk decisions about their customers. 
Using Ekata’s solutions, businesses can validate customers’ identities and assess risk seamlessly and securely while 
preserving privacy. Our solutions empower more than 2,000 businesses and partners to combat cyberfraud and enable 
an inclusive, frictionless experience for customers in over 230 countries and territories.

Contact us today to learn more.

Inbound query sources are obfuscated so that 
transactions cannot be traced back to any one 
customer.

Personally Identifiable Information (PII) data is anonymized 
and hashed so a transaction cannot be traced back to 
the customer. PII data is one-way hashed using National 
Institute of Standards and Technology (NIST). GDPR 
approved hashing algorithm and secured using encryption.

OBFUSCATED DATA SOURCE PII DATA HASHED & ENCRYPTED 

CUSTOMERS TRUST OUR SECURED DATA
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