
Friction – Friend or Foe?
How to Balance Fraud Prevention with Customer Experience
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In this ever-evolving digital economy, staying one step ahead of sophisticated 

fraudsters is paramount. And yet, we ignore customer experience at our 

peril. By striking the right balance between security and user experience, 

merchants can stay one step ahead of the competition. So, how can we 

best sum up this delicate dance? One word: Friction.

Friction is anything that slows down the customer experience. It can be 

introduced anywhere in the digital transaction; from sign-ups and onboarding, 

to adding a credit card, to selecting a shipping option - and everything 

in between. In a world where mere milliseconds impact a customer’s 

experience, friction matters. 

Still, for merchants big and small, friction can be necessary to ensure the 

safety and security of a transaction. With cybercrime expected to cost the 

global economy US$10.5 trillion by 2025, implementing friction to protect 

your business from fraud, chargebacks, and a wide variety of revenue-

killing activities is vital. 

In this eBook, we examine the digital purchasing experience in regards 

to friction from two perspectives; the merchant and the customer. We 

discuss how each understands and defines friction and explore the ways 

merchants can reduce friction strategically; balancing fraud prevention 

and customer experience.

https://www.packetlabs.net/posts/cybersecurity-statistics-2021/
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What is Friction?
In terms of ecommerce, friction is a delay or stop in an activity workflow; 

anything that keeps your customers from completing their purchase. 

Of course, every business has certain necessary - and reasonable - friction 

points that are unavoidable, including the request for billing and shipping 

details, or perhaps a password. The issue arises when the friction makes 

the customer have to work too hard to transact, sending them and their 

business elsewhere.

“Retailers with impressive abilities 
to streamline online ordering earned 
increased revenue during the pandemic... 
It was not that consumers simply hoped 
to duplicate their friction-less experiences 
with top ecommerce brands at every retail 
touchpoint, but that they now expected it.”

— PYMNTS.COM Checkout Conversion Index Report
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Customers want the speed and convenience of shopping online, with the 

least amount of friction possible. That’s why more ecommerce merchants are 

offering the option to “checkout as a guest.” Why, according to a report on cart 

abandonment, “20% said they would abandon ecommerce altogether if the 

checkout process took longer than one minute.” 

These “guests” aren’t simply passing by, they’re customers who have a fear 

of commitment. With so many sites asking for the most amount of information 

on day one, guest customers may only want to offer their name and credit 

card information. For good customers, a fast and enjoyable experience can 

lead to a positive experience, with the hope they will make repeat purchases 

and become a full customer down the line. Especially given it costs five times 
as much to attract a new customer than to keep an existing one. 

This faster checkout experience works well for the right customers, but 

by side-stepping identity verification, it opens the door to fraudsters too. 

Indeed, as fraud grows more sophisticated, retailers need to qualify a good 

sale over a bad sale now more than ever before. For example, should 

a retailer ship goods to an address that is offered during guest checkout, 

but then suddenly experience a chargeback and claim stating no goods 

arrived, both product and revenue is lost. The costs add up. 

To Guest Checkout, 
or Not Guest Checkout

The best cure is prevention, and that means adding a little friction. A savvy 

retailer might sprinkle friction early in the checkout process, asking for 

an email address perhaps. Next, they might validate the entered address 

before shipping or double-check the billing address. Has the email address 

just been created for the sake of purchase? Is the address a real home 

address? Does it match with the billing address? Sure, the purchase could 

be a present for a family member, but adding a little friction to prevent 

a bad transaction is never a bad thing. 

Of course, guest checkout is a worthy option for merchants that seek 

growth. That said, converting a guest to a loyal customer is the ultimate 

goal. One tip is to ask guests to sign up once a successful transaction has 

completed. While not all guests convert, this offers insight into whether your 

customer felt positive transacting with you. Once the customer has received 

the product, ask them again. If they felt it was a good transaction, they’ll 

consider it. This can increase the lifetime value of that customer.

https://www.paymentsjournal.com/stripe-study-frictional-e-commerce-checkouts-cause-cart-abandonment/
https://www.invespcro.com/blog/customer-acquisition-retention/


The good news? Most transactions are good. And still, it only takes a few bad 

transactions to hurt profitability. Adding more friction to your transaction 

experience isn’t zero risk, which is why it is important to think strategically.

THE RI GHT LEVEL O F FRI CTI O N

It’s important to remember that a lack of security is not a burden held by 

merchants alone; in fact, according to a recent report addressing payment 
fraud and the customer experience in 2022, almost 25% of surveyed 

consumers who experienced financial fraud stated that they were “very” 

concerned about it happening again. Indeed, when a customer feels at 

risk, they will abandon a business. Therefore, “merchants cannot disregard 

security in a bid to keep customer friction low, as limited fraud prevention 

will also contribute to lost customers.”

Deciding upon when, how, and where to introduce friction during 

a transaction is the ultimate decision. The strategic differentiator when 

it comes to preventing fraud without creating undue friction is identity 

verification. The merchant who rises to the challenge - protecting 

themselves and their consumer, whilst ensuring a fast and easy transaction, 

is the merchant who deploys a comprehensive, layered identity verification 

solution; one that boasts an array of dynamic, intelligent “step up” 

escalation methods. By applying the “right friction” when needed, 

faster payments can be facilitated while fraud is deterred.

Most Transactions are Good
THE CUSTOMER VIEW

One Sift study found that “nearly half of customers will immediately search 

another site if they encounter problems making a purchase on their favorite 

brand’s site.”

Building an ecommerce site that prioritizes the customer above all else 

isn’t always achievable. Still, there are simple and straightforward ways to 

improve the customer experience. Make a purchase from a competitor’s site 

and time how long it takes to create an account, confirm the account, and 

make a transaction. 

Is every step necessary?

Are there areas that could be improved?

Would you rate it as a good experience?

First impressions are powerful. There are no second chances 

for a slow transaction.
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https://www.merchantfraudjournal.com/addressing-payment-fraud-and-the-customer-experience-in-2022-sift/
https://www.merchantfraudjournal.com/addressing-payment-fraud-and-the-customer-experience-in-2022-sift/
https://blog.sift.com/2021/infographic-the-mechanics-of-retail-fraud-how-online-attacks-gut-digital-business/


Merchants aren’t unlike their customers; they want to create the best 

customer experience but not leave themselves open to fraud attacks. 

Depending on your type of business, one of the simplest ways to streamline 

a customer journey and workflow is to chart out whether a point of friction 

is required. Indeed, “required friction” will likely stay as they might have 

to do with a legal, compliance or other activity. This form of friction could 

be a confirmation email to a Captcha code. Next is “needed friction,” 

relating to information like a physical address to ship a physical item to. 

Finally, “desired friction” can be hotly debated as additional information 

may improve the customer’s profile but might not be useful in catching 

fraudsters and increase customer friction. 

Should you check that address one more time? Send an email validation 

link? Every business will have a different answer but customer-centered 

businesses that reduce friction do attract more transactions. 

For less mature businesses, they may discover that friction isn’t digital but 

a slow and cumbersome - but necessary - manual process. For certain 

transactions, a processing bank for the merchant might take a few seconds 

to check whether the payment will be confirmed. Or, they lack automated 

solutions to check on new user accounts or new transactions which are then 

given to a human to manually review. While the user might see a simple 

“processing” displayed on their online invoice, or if it takes too long to 

change “processing” to “shipped,” the user may decide to cancel their order. 

The Merchant View
So, what if, after the “required, needed or desired friction” workflow 

discussion, you have determined every point of friction is “required?” Fear 

not; there are still ways to streamline your process. For payments, it might 

be a faster processing bank or payment system. For fraud prevention, this 

might be moving away from manual review processes for all transactions 

and adding faster, automated solutions that speed up good transactions 

and add friction to potentially bad ones. There is no one size fits all solution.

It’s important that businesses ask themselves: What is and isn’t up for 

debate? And, where can we start to make small changes to our approach 

to fraud without risking customer conversion?

“ ... even small changes can significantly 
improve the checkout process. For example, 
a simple messaging change from ‘your card 
was declined,’ to ‘your card was declined, 
please try a different card,’ improved rates 
by 3.5%”

— PAYMENTSJOURNAL.COM
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https://www.paymentsjournal.com/stripe-study-frictional-e-commerce-checkouts-cause-cart-abandonment/
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1. Ecommerce fraud prevention is multi-layered. On average, 70% 

of companies in an Ekata survey used three or more tools to help make 

this process smoother. Companies should automate transactions to 

speed up the process, layer in a validation method, add authentication 

tools for higher-risk transactions to increase friction for fraudsters, and 

manually verify information, when necessary, at the bottom of the flow.

2. Risk tolerance is a variable, not an answer. Each company’s fraud 

prevention strategy will be very different. The type of products, digital 

versus physical, the value of those products, and the profit margin of the 

products make a significant difference in their fraud prevention strategy. 

So, it’s important to provide the right identity data that fits the need.

3. There is no shortage of ecommerce fraud prevention tools. This is a 

good thing. This allows fraud prevention professionals to do an analysis 

of their fraud challenge and determine what solution would help them 

succeed. Those success metrics might be as simple as “prevent fraud” 

to a specific ROI. 

4. Reach out to other fraud prevention professionals. While fraud 

prevention is an active sport, reaching out to other professionals, even 

competitors, is one way to gain valuable insight from peers who may 

have faced that challenge already. Or, if your network is sparse, consider 

joining organizations like CIFAS, the Merchant Risk Council or others. 

On LinkedIn, there are groups for many including High Risk Merchant 

Account Solutions, “Payment, Fraud & Crypto Professionals”

Contextualizing Friction and Fraud Prevention
5. Understand your fraud prevention efforts from the good customer’s 

perspective. Test your sign-up and check-out flows to make sure there’s 

maximum security and minimum friction at each step.

6. Assume the holidays as your worst case scenario. During big holiday 

seasons, people like to buy gifts and services. During an Ekata survey of 

manual reviewers, 49% of respondents’ queues volume increased 25% 

or more. For most eCommerce companies, the holiday season starts 

in late November (Thanksgiving, more specifically in the US) and goes 

through the end of the year. Over 50% of survey respondents said they 

started prep work in September (26%) and October (27%).

7. Give customers an alternative to rejection. Rather than dropping risky 

sign-ups, leads, or orders, consider giving customers that “last chance” 

pathway to transact. This could mean training a team of skilled agents to 

make account remediation calls, allowing users to transact in a monitoring 

state that restricts their access to your product; or using third-party data 

providers for document verification, biometric analysis, or linkage-based 

data verification. One study found that changing a simple messaging in the 

checkout process from “your card was declined” to “your card was declined, 

please try a different card” improved retry rates by 3.5%.”

https://www.merchantfraudjournal.com/resources/associations-and-non-profits/
https://www.paymentsjournal.com/stripe-study-frictional-e-commerce-checkouts-cause-cart-abandonment/


Where Ekata Can Help
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Detecting and preventing fraud, while providing a frictionless customer 

experience, is an ongoing challenge for merchants across the globe. And, 

while consumers may wish for a seamless experience, they also expect security.

Merchants who take the appropriate steps to integrate security solutions 

that do not negatively impact their consumers come out on top. The first 

step, of course, is choosing the right fraud prevention tool.

Enter the Ekata Identity Engine. It is what powers all of Ekata APIs and 

SaaS products, and boasts two distinct and mutually exclusive data 

sources: Ekata Identity Graph and Ekata Identity Network. We employ 

these two different data assets because we not only validate the identity 

of the elements used (name, email, phone, IP, physical address), but 

how they interact and behave in digital interactions.

Meanwhile, powered by the Ekata Identity Engine, the Ekata Transaction 
Risk API reduces internal friction by giving merchants a powerful, up-to-date 

service that ingests millions of updates per day. In turn, when customer-

entered identity elements are submitted, returns with validity markers 

and identity scores are sent to that inform the merchant’s decision-maker 

(human, rules-based, or model) to make better, more informed decisions.

Merchants also gain transactional insight into whether those same 

elements have been used for good or bad transactions on other merchant 

sites. This is a powerful capability that goes beyond identity validation 

by offering customer intelligence that remains private but offers a game-

changing decision check. So, a customer’s information can be validated 

and the transaction approved, but if that information were being used 

on a merchant site to create fraud, you might make a different decision 

either pre- or post-authorization.

Final Word
Providing your customers with a secure transaction unburdened by friction 

is the ultimate way to ensure loyalty in a fickle, ever-evolving marketplace. 

Ekata’s solutions, especially our Transaction Risk API, is designed to offer 

a great customer experience in every touchpoint. We help empower 

merchants to speed up transaction risk analysis, their review process, 

and deliver the best experience that they can deliver to their customers. 

So what are you waiting for? Get in touch with us today. 

https://ekata.com/ekata-identity-engine/
https://ekata.com/ekata-identity-engine/identity-graph/
https://ekata.com/ekata-identity-engine/identity-network/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://content.ekata.com/rs/756-OJA-475/images/Ekata_TransactionRiskAPI_onepager.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://content.ekata.com/rs/756-OJA-475/images/Ekata_TransactionRiskAPI_onepager.pdf
https://ekata.com/contact-us/


Ekata Inc., a Mastercard company, empowers businesses to enable frictionless 

experiences and combat fraud worldwide. Our identity verification solutions 

are powered by the Ekata Identity Engine, which combines sophisticated data 

science and machine learning to help businesses make quick and accurate 

risk decisions about their customers. Using Ekata’s solutions, businesses can 

validate customers’ identities and assess risk seamlessly and securely while 

preserving privacy. Our solutions empower more than 2,000 businesses and 

partners to combat cyberfraud and enable an inclusive, frictionless experience 

for customers in over 230 countries and territories.

Contact us to learn more. 
www.ekata.com

About Ekata

https://ekata.com/



