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The digital world has made it easier than ever to connect – from applying 

for a loan, booking a vacation, to making a purchase. With billions of people 

around the world interacting online every day, how do you know if your 

customers are who they claim to be?

Organizations of all shapes and sizes continue to fight fraud on a daily 

basis. This fight means that everyone deals with the chaos of Captcha Codes, 

Multi-Factor Authentication, Call-Backs, Timing out – the list goes on. And 

still, it’s not foolproof. Good customers get declined, and bad actors sneak 

through. It’s tough to know who to trust.

Nothing is more fundamental to an organization than its data, and how it’s 

used to improve the business. Everyone wants to better leverage data insights 

—though internal data may not always be enough. The right complementary 

data adds context and drives differentiation by enriching existing business 

logic or helping you create stronger machine learning models for the 

purpose of identity verification and fraud prevention. 

Introduction

Did you know?
Someone becomes the victim of identity fraud every 14 seconds.
Source: FTC
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Synthetic identity fraud (combination of Identity Theft and Fake 

Identity) is a problem that is growing in sophistication, intensity, and 

frequency. Bad actors are increasing the frequency and development 

of fraud techniques that mix-and-match real and fake identity attributes; 

constructing a fabricated identity with ostensibly valid characteristics. 

This allows them to bypass fraud systems of both big and small companies, 

preying on the often rudimentary validation and verification checks that 

are still used. While there is a higher risk for small or newer businesses 

- because they often lack the sophisticated technology, experience, and 

infrastructure of more established operations - identity thieves are experts 

at probing for vulnerabilities and then exploiting them. Because identity 

theft affects businesses of all sizes and industries, no business is safe. 

For instance, thieves can write code to make up entirely new identities 

and/or replicate existing ones, costing businesses billions of dollars each 

year in chargebacks and fraud investigations. 

According to the US-based Identity Theft Resource Center (ITRC) report, 

the first three quarters of 2021 saw a 17% rise in the number of businesses 

experiencing data breaches. These breaches are one of the prime sources 

of identity theft. 

Two primary third-party fraud vectors affect businesses worldwide:

Common Challenges: 
Identity Theft and Fake Identity
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FAKE IDENTITY

Using a false or fake ID is any form of identification 

that is forged, altered, or otherwise purports 

to establish the false identity of a person.

IDENTITY THEFT

The act of stealing personal, private, 

or financial information with the intent 

to assume another identity. 



“I think it’s a big problem and a growing one, because 
of how extended companies and governments now are 
online. And whenever you’re dealing with transactions 
at a distance, the big question is: How do you prove 
who you are to that entity?”

— Dr. Hubert Hugh Thompson, Columbia University

Did you know?
Identity theft cost Americans US $56 billion in 2020. 
Source: Javelin

1 out of 5 Europeans have experienced identity theft.
Source: GRC World

3 out of 5 APAC consumers expect that businesses should 
provide increased levels of security and data protection 
when going online.
Source: Exparian
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Recent research from Experian revealed that although 85% of organizations see 

data as one of their most valuable assets, most companies hamper their success 

by lacking meaningful insight into that data. The research further reveals that 

there is a large degree of distrust in information. This comes into play especially 

when data insight contradicts a long-standing norm.

Companies strive to derive meaningful insights from abundantly available data, 

sometimes even forgetting the intrinsic value of the data they already have. 

One of the best ways to do this is to invest in technology that adds context 

across time and geography to their internal data. This enriches business logic 

and creates stronger features to power machine learning models, all of which 

increases a company’s ability to verify an identity and prevent fraud.

Businesses should license data and technology that helps them answer 

two fundamental questions:

1. Is the person real?

2. Is the person whom they claim to be?

To answer these questions, the right solution must link the digital identity 

back to the person and provide an analysis of how they are interacting 

and behaving online. 

The Road to Data Excellence
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GLO BAL DATABASE

Data is sourced from telecommunications, government agencies, 

utilities, phone directories, voter registration, credit bureaus, 

census information and consumer data from marketing 

agencies – worldwide.

D I VERSE DATA

Data diversity means that data doesn’t carry an intrinsic bias due 

to the way it was sourced. This is in contrast to traditional data 

sources that are held to a narrow set of collection methods, which 

then constrict the scope of identities they might have access to. 

A classic example is a credit bureau, where they only collect data 

through their credit applications, which then creates intrinsic bias 

in their dataset that may only cover people who have the ability 

or need to apply for credit. 

UNI Q UE PARTNERSHI PS

Anyone can source data from a credit bureau. However, vendors 

that source from companies that no one has ever heard of have 

a better chance of standing out against the competition. When 

identity verification can be relied upon, consumers have a much 

easier - and safer - time interacting online.  It’s all about improving 

customer experience.

Unique Data Sourcing Practice
DATA EFFICACY

Decision on what data to ingest is not driven solely by the 

authoritative characteristics of the source. Instead, data strategy is 

led by analyzing the data and testing it against customer use cases. 

Data must show an improvement in performance. If it does not 

improve our customers’ ability to identify good customers and stop 

bad actors, then it shouldn’t be licensed. The authoritativeness of 

the data lies in the intrinsic characteristics of the data that increases 

the likelihood of it being accurate. What this means is that data 

is not scraped from the world wide web, but rather coming from 

sources with a vested interest in the accuracy of the data.

DATA PRIVACY AND SECURITY

Data providers must meet all the data privacy and compliance 

requirements of their country. For example, they must show that 

they are GDPR compliant if they operate in the EU. They must also 

sign contractual agreements that they have given all necessary 

notices and obtained all necessary consents before Ekata can 

use that data in our products and services worldwide. 
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The Ekata Identity Engine enriches your existing identity verification 
data for the purpose of identity verification and fraud prevention. 

Ekata Identity Engine comprises two distinct and mutually exclusive 

data sources: Ekata Identity Graph and Ekata Identity Network. 

Ekata Identity Graph can answer the following questions:

• Does this email belong to the customer?

• Is this physical address valid? 

• Is the address residential? 

• Is this phone carrier historically risky?

Ekata Identity Network can answer the following questions:

• When was the email first seen in a digital interaction?

• Is the IP address risky?

• Are there any anomalies / unnatural frequency 

of use of the identity elements?

Ekata uses these two data assets, along with sophisticated machine 

learning capabilities, to power our global APIs and SaaS solution. Having 

access to both the Ekata Identity Graph and the Ekata Identity Network 

provides you with a comprehensive view of your customers’ digital 

identity and its associated risk.

The Ekata Difference
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THE EKATA IDENTITY ENGINE

7B+
Identity

Elements

5B+
Digital

Interactions

50M+
Identity Elements 

Added per Day

2B+
Identities

Worldwide

Identity Graph
Licensed, authoritative sourced data points

7B+
Identity 

Elements

5B+
Digital 

Interactions

2B+
Identities 

Worldwide

50M+
Identity Elements 

Added per Day

Identity Network
Global, behavioral, pattern-based
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Real-World Example
A new online account requires the user to provide their name, email, 

and phone number. The data in the Ekata Identity Graph will show that 

the email and phone number of the user is valid and linked to their 

name as a single owner.

With only this information, it would be reasonable to assume 
the new account has very low risk, right?

  W RO NG!

The Ekata Identity Network would see that this email was only created two 

months ago and linked to 25 different phone numbers, which is unusual 

behavior and could indicate a high risk.

The Ekata Identity Engine enables organizations to combat fraud, 

build trust, and grow revenue with frictionless customer experiences.



“With the help of Ekata’s tools we were able to 
successfully migrate to a completely new fraud 
solution in the middle of a very hectic year. 
The coverage and accuracy of the information 
Ekata provides ensured our new fraud models 
had what they needed, allowed us to effectively 
QA the results and confidently launch during 
a turbulent time for the travel industry.”

— Drayton Williams, Fraud Investigation Manager, Flighthub
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Did you know?
84% of businesses believe that if they can better 
identify customers, they will more easily spot the fraud. 
Source: Experian



ABOUT EKATA

Ekata Inc., a Mastercard company, empowers businesses to enable 

frictionless experiences and combat fraud worldwide. Our identity 

verification solutions are powered by the Ekata Identity Engine, 

which combines sophisticated data science and machine learning 

to help businesses make quick and accurate risk decisions about 

their customers. Using Ekata’s solutions, businesses can validate 

customers’ identities and assess risk seamlessly and securely 

while preserving privacy. Our solutions empower more than 

2,000 businesses and partners to combat cyberfraud and enable 

an inclusive, frictionless experience for customers in over 230 

countries and territories.

Ekata can help flag potentially risky digital interactions. 

Let’s fight fraud together!

Contact us today www.ekata.com
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